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What is pkgsrc
Cross platform packaging system 

23 listed platforms in 2015Q3 release notes 
Strive to keep local changes minimal (co-ordinate with upstream) 

Focus on portability 
Limited arch cross-compile support (NetBSD only) 

Somewhat consistent build across platforms however 
Easily auditable and adaptable













Advisories







"We never contacted FreeBSD or NetBSD 
because we didn't spend enough time to check 
kame.net. To be honest NetBSD is a pain to deal 
with. To install FreeBSD or NetBSD takes hours I 

don't have. I got the offer to give a subversive anti-
authoritarian talk at TA3M. I sent a friendly request 

to my colleagues. I wrote it up. My colleagues 
published the vulnerability to SourceForge. Now 

I'm doing the full disclosure and advertising 
necessary to get people to switch."

https://www.altsci.com/ipsec/ipsec-tools-sa.html

https://www.altsci.com/ipsec/ipsec-tools-sa.html


Advanced Information Security Corp

http://www.securityfocus.com/archive/1/535303




** RESERVED ** This candidate has 
been reserved by an organization or 

individual that will use it when 
announcing a new security problem. 

When the candidate has been 
publicized, the details for this candidate 

will be provided



ftp://ftp.netbsd.org/pub/NetBSD/packages/vulns/pkg-vulnerabilities

ftp://ftp.netbsd.org/pub/NetBSD/packages/vulns/pkg-vulnerabilities


Project Websites









Programming with libxml2 is like the thrilling embrace 
of an exotic strange. It seems to have the potential to 
fulfil your wildest dreams, but there’s a nagging voice 

somewhere in your head warning you that you’re 
about to get screwed in the worst way.



Commercial 
Repositories





OpenSSL



new OpenSSL flaw

http://marc.info/?l=openbsd-misc&m=140199376121636&w=2




Key components 
& 

Deadware



libwmf
CVE-2004-0941 
CVE-2007-0455 
CVE-2007-2756 
CVE-2007-3472 
CVE-2007-3473 
CVE-2007-3477 
CVE-2009-3546 
CVE-2015-0848 
CVE-2015-4588 
CVE-2015-4695 
CVE-2015-4696



Jasper
CVE-2008-3520 
CVE-2008-3522 
CVE-2011-4516 
CVE-2011-4517 
CVE-2014-8137 
CVE-2014-9029



Widely Deployed



The patch applied for CVE-2015-5622 in 
DSA-3332-1 contained a faulty hunk.  

This update corrects that problem. For 
reference, the relevant part of the original 

advisory text follows. 
Several vulnerabilities have been fixed in 
Wordpress, the popular blogging engine.

Wordpress



PHP



KVM/QEMU/Xen



http://xenbits.xen.org/xsa/advisory-149.html 
Deployment of the PATCH (or others which are substantially 
similar) is 
permitted during the embargo, even on public-facing systems 
with 
untrusted guest users and administrators. 

However deployment of the (RE)BOOT LIMIT MITIGATION is 
NOT permitted 
(except where all the affected systems and VMs are 
administered and 
used only by organisations which are members of the Xen 
Project 
Security Issues Predisclosure List).  Specifically, deployment on 
public cloud systems is NOT permitted. 

This is because applying domain creation and reboot limits in 
connection with a security issue would be a user-visible change 
which 
could lead to the rediscovery of the vulnerability.



Co-ordinating with 
Upstream



“Hacking Team, the GPL-violating 
Italian company who sells 

surveillance software to human 
rights abusers” - Matthew Garrett

Why improving kernel security is important

http://mjg59.dreamwidth.org/38158.html


stunnel







https://twitter.com/sevanjaniyan/status/638765226884759552


https://twitter.com/mtrojnar/status/640164697963110400


https://twitter.com/mtrojnar/status/655759078728343556


https://twitter.com/mtrojnar/status/655759078728343556


musl libc / Alpine Linux



GCC / Binutils


